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- dheatuayuwasysemduiug
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2. UNUIMIMATNTILAZAIUSURAYBUVBIAMSHI9IY

va o v a oA o a 1% ° i U &
E‘JJLVILﬂEJ'J‘U@QluuNUﬂ'ﬁUiVHiﬂ'J']@Jﬁ]@Lu@ﬂﬂ"li@'ﬂuuqqu Uigﬂa‘UlUﬂrJﬁJﬂmgmqﬂﬁlu@"lﬂ"] ﬂﬂm@‘l‘uu

®  AaznTTUNISUESANAeLdossAndunuduledl (IT BCM Steering Committee)

o fUszanununaznssunsUIMIALseilesnsiiiunusuled (T BCM Coordinator)
® uNAUTEUU (Service Recovery Team)

o heatuayuuazkdsnmuszuumalulagansauma Eheusnmsmalulagansaume)

2.1 AnEASSUNMSUSHIsAURBIlasn1satiueuauledl (IT BCM Steering Committee)

AENTTUNTS UTENOUMIY

o owmsdrinuimanaluladansauna (aun.) Usesu

o {nunsmahelasaaiugrumaluladarsaumna N351N13

o gwemsieszuumaluladansaume N3UNN3

®  {§11uMIAUINITIANTNINGINTVDIUMINEIAY (AAN.) N3UA1S

e orwemsdinanumsneileu N35:MNT

e g1ulEMsAUINIANTIUNISISEUS (Al N33UNNT

e gwEn1sd@nUIMIIEUUNEAN (@un.) NITUATS

o gwemsheuinismalulagansaume NITUMIUALIAYVIYNIT
fnthiidieluil

e  Usmliumnudemesuiinainmgnisaliends

o Mwmuaiianilunisatun1snAuszuy walinisatduayunisgaunasaaunIsHuY
spuuiilasumadenig
o Tidoyaanunisalaniidumsungiiedves 1y yaans wagviegnuilieides

e fsaUsznmAlduruUIIMIANUseLleY nsdlinmansaliuRTR

2.2 fUsgauauAnEnIINNsUIIANNailamsaiunudled (T BCM

Coordinator) Usenaunag

o

118N5EBUSNNSIALULagANSAUWNA N7 IT BCM Coordinator

NuleMsielassaseiugunalulagansauma gyt IT BCM Coordinator

o

e O
e eXp ¢

gnsihesyuumalulagansaumne R IINTY T BCM Coordinator
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2.3

2.4
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fwninemaludl

® fasio IT BCM Steering Committee LielilUnun3uUsziliuaudenigsuinain
RV RIATIVG
a 1 _wvd d % ~ v a oA o a Y =

e fFadegiigidemmninisuseniAldanuuimsanuseisamsdilivanuiiuled

e  Uszauanunsifuszuy wandugdwavaniunimnisanduanuliiu IT BCM Steering

Y

Committee

MTIADUNANITOAUTTUY

oy Y v = A Yo | 1 o &
‘VIQJQV’]‘U?’?U‘U ‘Uiﬁﬂ@‘U@'ﬂﬂuﬂaqﬂiﬂquwmi‘lﬂaﬂﬁqiﬁULVlﬂVllﬂi‘UﬂJ@‘UW@J']Uﬂ']ﬂﬂJ']EJG]']Qs] AU

funuvoshelassasieiugmimeluladansauine
Aunuvssdeszuumaluladansaune
AunuvesdgusmMsimalulagansaune
ANNUYBIEITNUTITTEUUNEAIN
M19198UIN13INNINTNYINTVDIUMINEY

PUNUYDIFUNIUNTNLLT YU

MunuresruduInnIsuNTTeus
i fidaseluil

e YJuRnihnanunlasuneunueanAMEyine IT BCM Steering Committee

o w N

e auflumsfAudeyauazszvuasaunandidyniuiiivualiluwnunisaiuay

<

(Scenario)

FhgaluayuuazidsInuszuumalulagansaumea

= | a = A v adou &
‘VliN']uGU'ENN']?J‘Uiﬂ']iW]ﬂIUIaEJa']iauwm NWUW‘W@QW@‘I‘UU

Tdeyaunmhenuiifgiteuneituisaanisiiuinanalulagasauna
U UAnthiauilasutounangananeyina IT BCM Steering Committee

Jopsenanuiiveldlumsuifan dmsuauddnisvse DR site

IonsenemsiarsruvassyUlnalvnsaudmsunisaiuny



3. N15U5EIUAUEY9VRINTITUSUITAINABLIBINITAILTEUGIY

3.1 ALY A

®  AMLEYNY UN1BHN loNE@NTEUUNUAIAY AumAlula e TauATINII YISy

Ananuagydevsennudems wagdmaliianisugaseinlunisadunisia

o msdnszauaud AL ialdlunsTavihusunsAndunsdmrsusesiuauLdesignTEy

13 WneUgvninuagdesgninldiinsey uazdnideiausuiusiiotisanaiuidsslviod

v

Tuseaunvausule

3.2 szfiuaudesiisausuls (Acceptable Risk Level)

seRuANUFssnInedeeensuls laud seduanudediegluseiu “M” uar “L” ae
fiansannsedsealul (fvuaanuvangves £ H, L, M Tun1s19)

[

Tonnanazina (Likelihood) wusaanidu 5 szau feil

5 - 1NAUALUUDU (100%)

4 - Y19z (75%)

3 - Julule (50%)

2 - Juldldenn (25%)

1 - ldvnasdululs (< 25%)

o

nansznu (BC impact) wuseanidu 4 szau fell

1 - Liidfyy

2 - lAntiey

Tufinasanisitauszuu wazausawnbulaty SLA a1y Incident

Management
syuudanelvaula wieausaunlulaly SLA @1 Incident Management

ynszuuldlulalae uinsnienmvedlassaseiiugrunaluladansaumea

Tald@enne

ynszuuldlalaias wagnenmenimvesdassasiaiugiumalulagansaumea

\d@eving M klaunsaliusns ke
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Nansgnu (BC impact)
Tomafiazin
(Likelihood) TaidnAny wéintioe a9 T2
1 2 3 q
5 — IaUazLUUOU (100%) H H
4 — 1U19zinn (75%) M H H
3 — 1 Julule (50%) L M H H
2 — Juldldenn (25%) L L M H
1 - LirazBulule (< 25%) L L L M

33 NFAATIRNLANATNLAZNITAATIENAMUG

® Liedangumnnsaiionnintu @wsumsiaviueuuInisausieliie) aEia1sm1aN

Roulunge) Aseoluil

- NANTENUTIAYRUANUY A1AI1/AAATU Azseslididaeniial MTPD  (Maximum
Tolerable Period of Disruption) 8IUN5UU BaMNERY S88LIAUUNHANIUS
Anwnn1salfeRtf aunseisssuuanunsanauuUfuinursasiiuanulaniuund
TngldnelAnanudsme vien1slviusnmsvesminedy

a PN Y & ¢ al Y A a a X yu .
- Anudesiissyld Wumgnsaiiianienganenainuule (worst case scenario)

[

o Tanaiiazifin (Likelihood) wusaantlu 5 szau m‘ff
5 - IUIZRUUDY (100%)
4 - 1nagtin (75%)
3 - 1 Jululel (509%)
2 - Juldlsienn (25%)
1 - lalnaudululd (< 25%)

® nansznu (BC impact) uvseanily 4 seau Aeil

1-lLidy  lifinasensidaussuu waganansawdlalalu SLA @ Incident

Management

2 - Antey  sruudmeldauls vsearunsaudlalaly SLA a1y Incident

Management
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nnszuuldlalanes usnisnenimeedlassasisugiumaluladaisaumne

Taldeume

ynszuuldlalies uasminenimvedlasaianugrumalulag

ANsauneLEsY viseluaunsaliusnsla
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1918 LUL LA BELIELISIE] BLARES
MLLUNEW] DEELEALT UBK J12IUSD eleq b GLW

200-dD9g H b 4 INLbBNLNALMELAIGELIELEI] BLARBKEINLMUMLEELLULE | ULILAIRURMYT | b
¢00-d>g H b 4 1PLbBNUNLILRIGELIELENE] BLABEINLIUMLEELULE
19]BLRBILLIATE
urLbgnOnLreeLtLBEeULBUn sen e T LEU
FLALBEANQINGNGLLEM] RN ULEEHIYIELUENM]
200-dD9 H b ¢ seLrLpinLinnaeaennLEnmsLLE EYNNAL ULMMEWLRL | €
SPEABARLUBIITELLUNL Y] PRELE
RETUBUISEUNRBEEK DRELERLNULK J19IUSD  Bled
200-dD9g H b 4 prbulesent  winubynlnegueLugnmjueLieLimng | BRIRL/ATAIM] | T
vjnLbunLpaenzrsuknLbenGn
LIEGELMLEN] LULBUNAET IR T LLURLMLSEIRQS
200-dDg W ¢ 4 MYMULEEEMTY]ELULNM]BLLIELIIR WITLEELENNAL BENMERLM | T
(3edwi g) (s3UaA3
FLLBRLRLILBEL UL, uondnusiq)
(21nsodx3) BEMIBBILLUNLY (PooynavI) CURBBLAUDRRRY
PREIELEYELUBLELU bREIELLY NWIEUBMERRNYRS BUIREELURT LrereLyisen wdwrcmw_\s nvLe

ﬁﬁﬁmgw@wrmrsﬁﬁmﬁ PBLLUBMIZEBTDCAMRBUIZEAMREIELLYLURLL rvrggwrcm&_\rJ?uwwrc_/ﬂ@H [ )
= Y k] ' = = = = s =
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1USUUDSBUR|A TR T LeU SOdd
JUspPU| W ¢ z FLLTLIESRLACLWINNALULEMEIY] LLULMIA BELILINE] NANYREEELY | 8
LEWILILIERY
1UDWIS3RUR| TeR T LEU BELibCR
JuspUY| W ¢ z FLLILIESRLAELWINNALULEMEMIG] LLULNIAJBELILINE] | BLEABULMTELU | L
1$]LLULNMIBELMLE
AL vinLbnBnLRLRIGELIELEE]EULBYNRET NeITIEL
200-dDd W b 1 RLWBECLUARLURET BLBLAUGIBEUNE MLAUMLELLULE SLIEhTER
GEUBLIAREL[L
100-dD9 H ¢ ¢ 1ML BMLIELRABELIELEIE] LD UM roeLulant | 9
winLegnBnLreLpIseLLEE suLBUn AL
200-dDd W b 1 RLifsBeenBLIARE! BLELLUBIBEUNE nLbUnLEELULE
winLrenln RLEELUGU
100-dDg W ¢ 4 LIELRIGELIELEMIEULBBR  RBIUBALLUBLURLN, roeLUlBIY | G
(3edwi Dg) (S}UaA3
PLLDTLLILVE LU, uondnusiq)
(24nsodx3) BEIIICYRLEVILY (PooynaxI) CURBBLAUDRRLRY
vamdnrﬁcwrcs\wwrc vmmﬂ_nrﬁc P_\FNWCGKv@FP\@nw Gmn_n_wﬁmrcmw rRRrSKGK wdwrcmasu P\Fmr%
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1818LULNIATBELIELEIE A L niatnLbenn

= <

W b I ELUM{UELIELINELEWEMLEYULRCRIKEULEWN
$1ELUENA] ULIERENLE
W b 1 BELIELISMEAILIL ELUEMAJELUCGKEMIRMIN EULBUR | UBBLBEULBLN | ZT
RLURES
LEWNEY]CEN
JuSWSsRUB TR T LLURLA | BELRRLRGLYS
JuSpIdU| W b T STLILCYITLERMERIBLLIELIM]AILIA MERLACLUINNRE NNALIBLUNR | TT
RLUBEINLEY
D\m\@ﬂ (Ealgle
euoI}eUIDIU|)
JusWaseURy T T LLUMLTL Y]YIISEUING 9TIILEWING
JuSpdU| W € ¢ GUIERIGLLIELINAIL TSUTILCHINGRLALELUINNAL GUNeRIELY | 0T
JuSWSsRUB T, T LLUMLIL Y]YHILCUING S0ad
JuSpIdU| W ¢ 4 GUIERIGELITLINAIL TSUTILCHINERLALELUINNAL nnagreul | 6
(3edwi Dg) (S}UaA3
PLLDPLILILELURY, uondnisiq)
(21nsodx3) BEMIRBILLUNLY (PooynavI) CURBBLAUDRRLRY
PREIELEYELUBLELU bREIELLY NWIEUBNERRNYRS BUIREKELURT LrereLyisen mﬁwrcm&_\s nvLe
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FLLMBLLELU

L CMITULEIEIN
W b I wjeLugnujseLiLieaiLe nusenBnimtiere | seuseneutseh | pl
RUUY
200-dDg T € T urmnpiuLerent vinubgnlnueseLLet euLeh
winueenln
100-dDg T ¢ T LIEBELILEI] ULIERLERLEWLNALUE{SYEULBUN sLnagee] | €1
(3edwi Dg) (S}UaA3
PLLDPLILILELURY, uondnisiq)
(91nsodx3) DRIICWILEUILY (Pooyna1) CURBBLAUDRRLRY
PREIELEYELUBLELU bREIELLY NWIEUBNERRNYRS BUIREKELURT LrereLyisen wdwrcma_\s nyvLe

Page | 51



3.4 N153ANTSATULEEN (Risk Treatment)

AENRINITIAF A UAIIUAEIVDIAN1UNITAUAT @0 1UA1TalNTTEAUAIUELIEINN
(Extreme) uazgs (High) azgnAmualilumisiamuaisd wieliuminerdvannsaduiunula

2819501109

d1iu | wanisal HATIATAYN Anades | s | uwudanns
ngAYEIn (Exposure) | admides | adwsiaiilas
193503 N1
(Risk
(Disruption U
Events) Treatment)
1 [ lilngd / sede | Tanunsaliusmsviseufuma H Reduce BCP-002
16" 10991nAud Data Center
wan uazd1semse gunsaindn
wazdseslasuaudeme
v
2 | vhvhwsnn lianunsaluznsiéidesan H Reduce BCP-002
Tnlsuuazlvidrsasduiduan
WIUNI 1 9. wazymaINshl
s UFTRNUAIMTINends
16 viseomsdinaudse
WanunsadrunufiRnula
3 | wiuAulmann | 9ensdineudeme llanunse H Reduce BCP-002
W oRaule vise aud
Data Center %&n wazd1589
lasuaude g
Llanunsaliusnsla
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a10U wian1sal HATIAHN AULEEY | N133ANNT | WWUAANIS
ngayLdn (Exposure) | ANUEEY | AUABLLBY
453 n1sAilu
. . (Risk
(Disruption MU
Treatment)
Events)
4 | wnnisal wilnauldanunsadnun H Reduce BCP-001
Useiinanse U uRnula
YUUUNS
nsles
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WAUIANTITAIULEES (Risk Treatment Strategy) L&@Wa Scenario Tu 2 anwelg Ao

3.4.1 n3dl yaainsldaiuisatiunisuninanuiuniinerdela iWudivauunn dussus

UNNINYIRYLTUUTENMAUANYNING T ENYRNANAUA9

1) szuvnunanlafideym Wiyaainsidndudmsussuvanundnliaiunse remote

WNSEUUIUTIU (BCP-001)

2) szuvaumdndiann Wiyaainsndndudmiussuununanliaiunsa remote 1@

Isyuuaudises Agud IDC drsedlunmingrdefionnsuinaidiues (BCP-001)

wnule

3.4.2 n3dl yranshldaiuisaiduniaunviiauiuniinendelidudiviunin dusdaus

WIng1deisuUsEnalauvIneaganmsanidun1eg  wasddynnanissuuau

nanuarsruvnudsedtunmIngne Tdszuuanudises igudd1ses DRsite  uen

PNANTNUNINEFY (BCP-002)

a1eu | nagnslunig F18829EANTALTU
INNITAULHS
1 BCP-001 gmud IDC drsadluuminerdeiierasuinaisiues
Prszuulndrsesunldvarinwssudnsiuliiganenanisitanulitsenin
48 .
FamEunINIsauduasitnwas link 81584
2 BCP-002

negud IDC lUgaguddnsed DR-site WONIWIAINTAIIMINE S

Y
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4. MsasRansEnufanisinaulunsusmsaunatilanIsatdueu (BCM)

4.1 AIIRUAZINAIAUANUAIAYVDININIINTAUmALUlaBETEULA

M1519sialUll asunanisdrdualudIAyresssuuIuiigItefun1TiuIn1sees

a ) aa . Y Yo vy ' a a
unInende lngszuuniinansevugs (H: High Impact) agsatlasunisfaulutisiaiiia

6

¢ v a wa a ° a o A a a = . '
L‘ViﬂﬂqimﬂUW‘UmLLag iU AUy IDC a']ﬁ@ﬂiugJV']']VlEJ']aEJVlE)']ﬂ']ill‘Wma']ﬁL‘Uﬂi 99 DR Site @q

Y

NYUDNUNINEIAE

mMaUszdluszuunuing Ingdngiannssegantun1snaussuy Inedesinnsannaluusiay

UseLnneanalul

- MTPD (Maximum Tolerable Period of Disruption) nungis isaznmm’amuﬁqﬂ

AaALAAWRNITUABRUR unseiaIisanduuuinnu viedntugsnalaniudns

TnglinalminmnudenefnaurnInenas UsonN1sUSNISUBILNNIINGIAY

- RTO (Recovery Time Objective) 31884 SzazIanausiinman1salieiuRaunTENs

anusagauszuulvegluszauiiseusulaiteanansaujifnurelruinisla

- RPO (Recovery Point Objective) 18 szaznianuniganeeadliiinisgydeves

Hoyald maAamgnsalfeftR  visld1 RPO Jusgiuanudlunsdisestoyavesudas
UIN3
. . Critical
Service Lists MTPD RTO RPO Remark
Impact

01 - szuulAssasaiiugy

NdALYVOT @un.
Talaunsan

1.1 - DNS 1 day |4 hours 1 day H . v
Domain Chula ¢
LU

1.2 - LDAP & AD & o

1 day |4 hours 1 day H Authentication

RADIUS v
WNLATDUY
I¥UU server

1.3-VM 1 day | 6 hours 1 day H L@ UVDITEUUIU
A199 AN

02 - S¥UUNTIANTT st RTO Auegiuszuu

U = U aS . .
NINYINTVDIUNINYREY 1 day | 4 hours . H Authentication
transaction v A
(CU-ERP) LATBUY
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. . Critical
Service Lists MTPD RTO RPO Remark
Impact
o~ e BCP-001
03 - JEUUUINITINAT
o o - 2-3 hours
Yayangiugulan (CU- 1 day 1 day H
BCP-002
SAA)
- 5 hours
04 - 52UUINNITLIYUNIT
2day | 1day 1 day H
dau (LMS)

Function

Function unit (Activities)

BCP-001 BCP-002

01 - sruulaseaseiugIui
A1AYVDY AU

DNS

LDAP & AD & RADIUS

VM
02 - SEUUNSIANITNSNYINT MUY
YDIUNINY1AY (CU-ERP) 5
NINER \/ \/

MR uLazM U

MIUINTNUUAAG
03 - S¥UUUTMTIANITVaYA nsneleuildn ~ v
neiUeutldn (CU-SAA)
04 - SEUUIANITLIHUNTADY N13L38UNITAOU ~

(LMS)

Page | 56




- VM fimsdaanudrdgszuuaudy 3 levels Tunsdavin BCP A
Level 1: ¥1 data back up Tu external storage

Level 2: Ipvilvidlszuuuardeyadisesi site d1509018luginy uazillefinivnnisal

19wk BCP-001

Level 3: Favilvidissuunaztoyadsesll site @1509018UBNTNNY wazLilBLAAWIANITO

v a

AUNURLNY BCP-001 way/fse BCP-002

PNANTUUNINGITUTTTUVNUNIINA 42 T2UUU 145 servers wazdimsindndu

ANAIAEVDITEUUIU A9T

[y

d

o a Level2 Level3
AU YDILUUNU Levell
(BCP-001) (BCP-002)
1 | szuuwssnundaLAuenasudnsy
@ud. (File sharing) v v v
2 | vuledpnasnsaluminende
www.chula.ac.th v v v
3 Gulws Intranet
www.intranet.chula.ac.th v v v
4 J¥UU e-document
1A39N13 Lesspaper v v v
5 | SYUUMSI9EBUNNTADNAEUITIEUNTTY
MAVINT (BNVIIFNT) v v v
ldwnsr9daun1sAnannNINYINNUS
6 3%UU Domain Controller
(SLUUAMSUINNISANT IUNISLD
dl ) o % a L% / / /
LA DIABLA MBS LA NITULTINEE )
7 | STUUEISEUMFANBSULOWATY 891U
#u (ThaiCrisis Planner & Reporter)
Y v v

http://thaicrisis.chula.ac.th
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http://www.chula.ac.th/
http://www.intranet.chula.ac.th/
http://thaicrisis.chula.ac.th/

o “ Level2 Level3
A0U PoTTUUIY Levell
(BCP-001) (BCP-002)

8 | SUU chular2 @usSuusnIsInnIsIY

Wy Joyataiauslasin1sn1ssuny

VOUANNTIA A v v

https://portal.research.chula.ac.th
9 | syuuUseliunsiseunisaay CUCAS

https://www.cas.chula.ac.th/cas/ v v
10 | sguu Chula Mobile wag Clicker v v
11 | szuuesesuidnguazgudoyaves

AugUNURNTaINU

3 il ! v v

WU 8UUAU Online Trading
12 | S$UUUSITATRUNLY @ual.

AUSUIANITHATUSUNTLATDINUN 4 v
13 | s¥uu DHCP (wanvanewauled) v v
14 | S¥UUNITNAE@DUNaNY (e-Exam)

Idmsusuainsyaains v v
15 | szvuduladvag ERP v v
16 | 98UU echo

(szuutuinaInLaztdesdnsung v v

BYUNITADU)
17 | szuunsamvininendnusdidnnseting

CU E-THESIS v v
18 | szuuuaniasulvladeyaseninagud

gunniagnanIsildn v v
19 | szuudavinastinussidnnsetind

CU e-IS v v

S¥UU radius @115U eduroam
20| Adquaeuauaccount dmsuidnld

v v

eduroam)
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http://www.ric.chula.ac.th/privatefund_onlinetrading.html

o a Level2 Level3
A0V YBITUUIY Levell
(BCP-001) (BCP-002)

21 | ssuumuAuMsin-een Useanigly

dunusmswmalulagansaumAnay v

91A5INNY54
22 | sgUUQUA Wi-Fi CU iHouse v

< I3 & o a aa 1

23 | szuuiiuled audiamufauasidn

&S alumni.cuar.chula.ac.th v
24 | 52UV Blended Learning

SYUUYRINIAIT AL ULaENSAN®EN v
25 | 58UU CHEQA dtngvseansuas

Usziliuna Joyadslit ane. v
26 | srUUQua Wi-Fi vesuming sy (Cisco

Prime Infarstructure ) v
27 | 53UV cognos (dwmsuliduiig

remote M lU¥nNaw) v
28 | cp.sa.chula.ac.th 1AsIN15UTIITIANTT

AUTTOULAINFNUITOUDIUES v
29 | lasenseusuesulaiived

AN AEnsLazN13UT (CBS

InnovativeBusiness Online) v

http://cer.lic.chula.ac.th
30 JeUU CU GATEWAY

FEUUNAUBNAIIUNIIVINIG S1UIY

99AN19158 LagINeInusvaInan

ATl Inedenuiaula Wi v

a I d‘ a & a 4 |
nanJUFeDENNIatNd wagtewns U
SauszrruiilUnues ave 83
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D

S
3

c

VBITLUUNU

Levell

Level2
(BCP-001)

Level3
(BCP-002)

31

syuvsuatasauianeaulail CU Job
http://cujob.student.chula.ac.th/

32

STUVNUATIIdUNETUY

33

Auledgudideiieimunduuinnssy
walulagn1sAne
Innovative Educational Technology

Research and Development Center

34

TLUUNTIANTTRIAANLIVBAUATEU Y
A INEBETUAYY

km.chula.ac.th

35

JEULAUAUINGINELAE AT 1y
FEUURRANNIIUAR

36

3%UU DNS 91141 (name server)

37

SEUUMSSUadATARLaRNUNS UL
Anwlundnansfauaansiudin
A1U7YINITUIHITIANIINTNYINT
N13LNEAT 1AV IMSNYINTNITLNEAT

(School of Aricultural Resources)

38

izwmuﬁwﬁﬂqwﬁmamil@s
N153UUSEU0

www.gmis.osm.chula.ac.th

39

JEUUNUNSANYINAINSLER

40

SEUUNUMEIUAMZLNATANENS

a1

sruviAleaniuiisveginy
(guploadlnaiflevessauluy
W1 N5Vl youtube)
Netcast.it.chula.ac.th

a2

Hulwsdinusmisivnnig

www.academic.chula.ac.th
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http://www.qmis.osm.chula.ac.th/

N15LA383N15UATUAUANINLNULIITAUABLLBINTSALTENY (BCP)

[ L%

5. ASA3EUNINBUAAMANITAIAENURA

o

5.1 Asdaindgyyinisiiuinisineafiunisitausedunasiin

£AIUSULNAUINITIAUSNNTILNIN UMINEIaY kae Internet Service Provider (ISP)

T o

Tneiisneazidennamaludl

o MnuasTEzIaTluNSAAUNIWeNeBumesln Insdrfasausaidouselinigluiia
4 .

® n5inm link d1ses lunsdiilianmnsadAunsdendedumesilalaluszazianfidmun
Tilutousn

5.2 VUARATINNG
o fwmualifianuiilugasiunadledmanisaldeRURAnTy Wy

- gun. lamuungasunad ushaaulng wie1ansnugs 4
o ivngalnsdnidmiumanisalandy fausenialinmuaniuisnge

Yonueau waslnsdni
dinnusnwANUaonfwiRY 022180000
® mhyInwIANUUABANEYRIYHN®
AR 191
® anniliTIruATUIEaUINSH 02-234-0242
® anilfsaunsunalnuiu 02-215-2991
Tl 199
® anUAUNGINTUNNUIIUAT
Infidadas 1130
o Inihuasnads
SUIASLEEN
o l5ameuIagrIansal 02-256-4214
o auduinisladinuisn @ annaalng 02-263-9600
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53 MsiruasaIuiguddnisuaziufufudises

(%

o Timusidswosguidenisuazmneiainsdmifnsdegnidu 24 dalu L9y
- BCP-001 auy. fviuali 4u 8 erasufinaidiuas

o IiudsfeiinosaniiufoRnudises (Disaster Recovery Site) Wagwuneiaulnsd
Aasegnidu 24 Fala
- BCP-002 auw. Selailéiimunaniud

54 N13IAANAUEIEINIT wae DR Site

Iesoulinsdmmssugunsniuazienatsnieg Mndulinguddinisuag DR Site vivelv
aunsaUssyULazdINs Al AnmNldeNTR lnudeiasdnn3andeingg awolull

a Y o a val & o .
iﬂEJmiLaﬂa’]W%mmﬁmmeﬂw@uammﬂmz DR Site

AU S18015 A7UUY InnseUlng

1 LEUUSTITANUFBLLBIN AL TUY 1 IT BCM Coordinator

| ;Y

18V DUALNUNULAVINTANNRAAADLINNLTNT

2 44 v ve o 1 IT BCM Coordinator
MAgITILAZHIUUINS

3 Aflomssaraiosduliiindises 1 IT BCM Coordinator

4 Aflensmedngunsaiaietne 1 IT BCM Coordinator

5 nansUsyiudy (dnd) - -

318Y0UAAS/AIUNUNITADINDATEUBNHITUHUUINIAIIUABLLBIN5ATUITY (Business

Continuity Management Plan) Usnausie

a9 518%0/ dausu Ianseulag
1 IT BCM Steering Committees IT BCM Coordinator
2 IT BCM Coordinator IT BCM Coordinator
3 Service Recovery Team IT BCM Coordinator
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JawwseuenansuazdeyanidrAnglaevindnuiwazdniuly e anuiuufaudises sauds

= =

FI8TOUAAD/  AIUIUTIILADITOATEUBNAITUHUUINITANABLLDINTANTUIY Uazazsas
asrvdeulienarsanariluenarsatuiegiuane wisegutesyn 1 U

pUn30ddUY NApsdnnsesNeldnunaudainig

A19U 378N13 U Innseulag
1 | Printer 1 AREINTGINY
2 Power Extension Cord 3 AREINTGINY
3 | Projector 1 AREGITEIN
4 | White Board 1 AREGEINTGINY
5 | Wireless Access Point 1 AREINTIY
6 | PC Notebook 1 AREGITEIN
7 | &8 Console (RS 232) 1 AREGITEN
8 | @y Ethernet 1 AREINTGINY

gunsalatvanudanslumssiwulidawsulunauddinisuay DR Site n1endaniin
eI
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6. M3uNBAUMANITAINBNUR

6.1 msdansmanisaluaznisusenialdunuuinisausiaiiianisaniiuemu BCM

A
TO
Business Disruption Found
Customer Support
Inform BCM-Coordinator
2 hours L
BCM Co-ordinator
Inform related team
\4
T ) A Damage assessment
1 hour Incident
Activate BCP ? NO—» Management
Procedure
Yes
v
v Declare BCP
T2
End

ISO 22301 : Business Continuity Management System

Weanumnn1salienUalikda Customer Support (Higuinismaluladansaumeavas aun.
ns. 02-218-3314) Fe1eUSN151 98UAe [T BCM Coordinator (T,) taliirunuseifiuainy
@eneiiiindu

IT BCM Coordinator Ansiafiiendasseiolud

- wdanuenssuns IT BCM Steering Committee agnstior 1 vinu aelu 2 dalua wiloli
dranfudssdiuenudemefifintu

- udsngAusruul i TIdssuaudeng

- ARENSINNS IT BCM Steering Committee fiowimsussidiutitediiunisau BCP vide
Incident Management melu 1 $3%a9

- udsanuiiuszyuuARaIEATINAG IT BOM Steering Committee wagitudAuszuy

Page | 64



AMENTINNT IT BCM Steering Committee wag IT BCM Coordinator 28/ au189@8a1uiiLAn
wigngly 2 $9lue (Ty)  nduANEnITUNISANE1ETINiuinnsUselivaniunisalaiy
= 2 o a [ < ) ¥ ¢ 1 dy a
deuine lngavnosnndunishinanasanielu 1 99lue (T,) leeldinueinsmeludlunisiiansan
ALEIIBTINY

AUTULIY NAIIINITNRNTUN
(Severity) (Criteria)
4 = ynszuvldlilaiay wagnienienainveslassasisiugiumalulag

= = 1 Y a 14
asaunedeme wislianunsaliusnisla

" Lawnsaujimnule

3 = ynszuuldldlaiag udnisnieninvedlassasianiugiumalulad
asaumeldidevne

= Launseuianula

2 m seyudaneldaule usearuisawnbalaty SLA #1131 Incident
Management

1 B yfnasanisteaussuu wazatunsawnbalaty SLA @1y Incident
Management

ynamuIdiseAunNuguLssegiseay 3-4 Tiansandsmeldusuuimsianmsanudeiios
g frwrensdrinuimsmaluladarsaumadufussnaldunuuinismiusieiiosnis
AU (T,)

27t IT BOM Coordinator uwismeaundealitififedemey dwieluil

a. anuzvesvAMIneRTATANTY

b. Asiidiossniiuns vienmawioumionsuningldsumsindeifiouddlimsuiunoud

Aossliunisnely vise
c. Wssauai.... @anui)... uae....187)..... nethonsusesduazsnssinusieg lude
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6.2 MsAnABENNYITD

dlefinnsuszmaldunuudmsanuseidosnissndunundl 15 T BCM Coordinator finsie
fhesnanfiiendos feil
- |T BCM Steering Committee fwide
- ANAUTEUY
- Aeatua LAk IE TN SAUmNA

6.2.1 davinsevelazmnuallnIdniAnae IT BCM Steering Committee

S18%9 PUYLAVINTANA

Anka

SnwmsunuggnemsdtinuIms
walulagansaume

HeENSHnglATIEIaug Y
walulagansauwme

He1ENSEngsTUUIMAlLLAE
ansaune

HenensiguInsmalulad
ansaume

o

He1ENsEinauNImegley

o

He1uen1sAuduInnIIUNISISeu3

HE1IENNTANTINUIMNITEUUNENIN
(@ua.)
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6.2.2 ITeTouarIngUNIENAnfaiN]AUTEUY (Service Recovery Team Contacts)

Ausruveadielaseasianugiu
wialulagansaumne

fuaruvesdteszvuinalulad
ANTAUNA

AuauvsIdigusnIsnatulad
ANSAUNA

PUNUVBIANTNUSUITIZUUNEAIN
(@un.)

19U v0AUdNITIANITNTNEINT
YDIUNNINYIRY
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PU9UVDIEUNIUN TN YU

Hunuvesauduinnssunsseus

6.2.3 FavisngeiavningaulnsinyAnsel e aTuALLLAZ AU IANTIUA LA TAUMEA

Augruvsadisusnismalulad
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6.2.4 Favhsg¥euarninglaulnsiniAnseyanaInsvedliusnis Data Center (DR site)

51830 wUELavINTANN
fAnsia

6.2.5 InvNS1LToLaTMINEaINIANIRAReNTNUTLAEITBY (Internal Key Person)

S18%9 NUBLAYVINTANN
ANAD

Ae1nensielasaiaiiugy
walulagasaune

AeensigsruunAlulag

AN ULNA

Ae1nensEhguInsnalulad

GERGYIYAG

Aognsgimalulagansaume
dninaunsvedeu

He1nensEinmMsianImineIns

YDIUNNINYIRY
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7. NSAALATYUFDTUN

7.1 ANSINASAUGHINS
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Y

Start

A 4

BCM Coordinator activate Facility
Team to set up Command Site

:

Set up command site

y

Verified the readiness of
Command site

y

Inform BCM Coordinator

y

Command Site is ready

End

Adapted from I1SO 22301 : Business Continuity Management System

7.1.1 defimsuszmamgmsalfefivinazdnduazdeainisinionanuiidmivguddanis
1% IT BCM Coordinator wiarelassadisiugrumaluladansauneuagiieuinis
welulafansaundlfAumsuianuidmesauddams aelu 2 9l

7.1.2 dhelassadisiiugrumaluladansaumalszarunuifiodanionanuiiuazseuy
assngUlnadug Windoudniunisduiue iwu ssuuih ssuuldl szuuUiuenme
Tagagdoadmndonliataniely 1 Hlusiuanniifunsluianiud

7.1.3 dhevimamaluladasaumansiaaeuanunienvesanuiiiteldlunsuiia wu
9115 LA3eady gunsaldmiunsUsryn sy Tngagdesdmwnienlnaianiely 1
Hlustfuaniifumaluiaaanud

7.1.4 fheusmswaluladansaumeawdaly IT BCM Coordinator 151U



7.2 NISHAIVIINYINUTEUUAITAULNA

Aenuen1sdinuimsmalulagansauwmessilulinioudoyawasuounuion1suds

a wa

Joyanagdearsiulusznitufinmsnisaldeidn

7.3 N15UsENUNY

Ag1urenIsdrdnuImsmalulagatsawnavzusuniigguszaiuanwegafunis
Useiude lngazdesdnsenugiliisivewazingnguung iediilunisifeiiunisvesy

UszAuny
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8. da1uNITRlLATTUABUMSAANIEUY

8.1 AN ITIUNITNBUAUBILAZNIAIAUNADINS

nanggalun1snevauatilslasuudssemalduny BCP uazfdwrudumndenisiunian

Unfnazaniiiningfinisel uanslilumisnssuaiad

a ya = o Ay ) o Ay )
fufAuszuy AN | FUINAUNADINITHY | FTUIUAUNADINT Y
A1SADUEUDY Turanund Tuanindng@inisal
(Response
Time)
PuueelasIasa 4 -6 . 5 AU 3 AU
NuguuwazIesTUY
walulagasauwmne
(@uv.)
System Team
- ERP 4 . 23 AU 10 AY
- szuuumM sy 2.5 o e 3 Ay
- LM5 24 . 1AY 1 AY
Facility Team (&ua.) 1 3. 2 AY 2 AY
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8.1.1 nagnslunmsnauluusazszuy

NP ITUY BCP s18azL980
dinuims | Lszuulassadianugiun
wialulag dAgyues (@umn.)
A5auUme
1.1 53UU DNS BCPO1, | @319352uud158391 Cloud/Co-location

BCP02 | 919uan ¥N9ULUU Master-Slave

1.2 3gUu LDAP & AD &
RADIUS

-5¥UU AD BCPO1, | szuutduluu Active-Active
BCPO2 | (Multi Master)

-53UU LDAP BCPO1 | svuuvdnegiienansanund 9 4u a
szuvdsesegiionmsuiinasius
Fu 8 Uy Active-Standby
lnggpailidmieglunsdaszuy
GUPRR

BCPO2 | svuuvdnegiienansanund 9 4u a
'ﬁzuuﬁ’liaﬂagujﬁ Cloud/Co-location
YUV Active-Active LU

S lulR

-58UU RADIUS BCPO1 | svuuvidnagiienansannd 9 4u 4
szuvdsesegiionmsuiinasiuas
H1 8 iamuuuu Active-Active LUy
onluilF

-58UU RADIUS BCPO2 | svuuvidnagiienansannd 9 tu 4
svuvudseseyil Cloud/Co-location
VINAUKUU Active-Active LUy
onluilF
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MU2897U

WUU

BCP

=)
INYasLayn

1.3 3guu VM

BCPO1

spuundnegfionnsanugs 9 u 4
szuvdsesegiionmsuiinasius
Fu 8 Uy Active-Standby
onlul

BCPO2

spuundnegfionnsanugs 9 u 4
szuvdsesegiionmsuiinasius
Fu 8 ¥auLUU Active Standby
Fosnduidmiiludaansneg Tu
syUU WiaUaszuudises

AUIN1TIANTS
NSNBINTVDY
UNIINYIAY

2. SEUUNISINNISNINYINS
YBIUININY1G8 (CU-ERP)

BCPO1

izwagjﬁﬁm Data Center 81A13
2793 9 44 4 wawies Data Center
oPsufinansiuns 9u 8 fszuu
#1999 UU Active-Standby 57319
d0991m715 Inedestidmiinfignsly

ANSUASEUUEITDY

BCPO2

52UUA1599UU DR Site aztduluu
Active-Standby 1ng@aeiild1ning
relunsiUasEuUa1 T4

AUNUSHIS
AINISUEAR

3.52UUUIMIIAN1s ey

NeUgutan

(CU-SAA)

BCPO1

i v

JYUUMANBY#vias Data Center
£1A1997T3 9 U 4 sruudsesed
#09 Data Center 81ANSUANANSLUAT
Fu 8 Uy Active-Standby
Tnesosdidmindidaslunisidassuu
#1599

BCPO2

'ﬁzuu%ﬁﬂagjﬁﬁaﬂ Data Center
91A1591495 9 $u 4 szuvdrses
9¢jfi¥as Data Center MEUBNIWI
ULV Active-Standby Taafasll

Wantngeglunsasyuudises
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WU9U TUU BCP 319821990

Auduinnssy | 4.5xUUdanisiSeunisdaeu

n3i3eu3 (LMS)

-5%UU Blackboard BCPO1 | S¥UUnaNeg#191A15397133 9 Tu 4
SrUUdTesegiienAsuiinaisiuas
Tu 8
FYUULVNULUY Active — Active
LUU share load

-3%UU Echo BCPO1 | Suuminagyl 81A1591193 9 T 4
srUud15090g 01ATuTinanSiuas
Tu 8

YUV Active-Stanby 1UaTEUU
d1sealnenoadiinuntnnyrglunisa
SYUUENSD4
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9. WAUNITIANITANUADLIBINITANTUIIY

9.1 WAUNITIANITANUABLLBINITANTUIIY - BCP-001

Description of Scenario: BCP-001

yAansllanansaliuinsviseuiRaule way/vise ssuvnurandens widsanunsaldseuuaudises
#1 Data Center lup1Asuinaisiues

dUNAFIU

1 Generator W5UUNTUA1T9IEMSUNSITINUY 24-48 3. LATANNITOIANTBLNAILS wazlin1SAARAY
Server 99455UUIUAN5090I7 Data Center TuanasusinanSiuas

Wrnunelunsifu (Target Recovery Time)

5 ¥il. (T2+2)

ANSAALATEN / S1ENTSRIVDINABINTTLULQ9 Pre-Crisis

e alansnsrnasasluliihdises
o Usynautnduluaseatlulyl (Generator) fiisanasanishivsnisaawiiagkitesnin 10 vy,

o mAgtesannsaidt sanviesluiinias (Power House) 1ol

Resumption & Recovery Procedure

Time (hr) Crisis Activation Procedure Remarks / Doc Ref Action By

T,+ 1.0 Wi Facility Admin wag IT BCM Coordinator
uthidifeadenfuniands

A01uT WoeIu wazties Data
Center 44 8 91ANSUARATZLUAT

T,+ 15 ATIRERUMITIUYaRAIasduln UuRnueilenisaedn | ddnusmsssuy
(Generator) @m3Utie4 Data Center | taSaslulnihdrses AEAMN (dUn.)
Tuenmsudnasiuas

T, + 20 wIgsatAU AT EUNSDLULNBLI LN F1InUSMITEUY
LSUNSDU Standby NIBAMN (dUN.)
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Resumption & Recovery Procedure

Time (hr) Crisis Activation Procedure Remarks / Doc Ref Action By
T,+ 1.5 A3 UTEUVUTUDINA RV RETREREANY
(Air Conditioning) TuviaanguiAIes NN (@UN.)

ABNWILABSI LY (Server Farm)

T, + 2.0 naeusruulwazaamgiiniely | Yszaududinuims | dheusmsmelulad
WOINGUATOIABUN MBS HUY JEUUNEAN (@UA.) | ansaumne
Server

T, +4.0 st RSEUNS DU standby dnuImssEu

MyNIN (dun.)

n1snaudgnIEuIUNITINIUUNG

1. dlomslndhdnelaldanuund WHuszesian 15 undl

1.1 pyvaeunsaduunasingveedasiiul (Generator) Tndugunasanglvivdn

1.2 avamsngaviauveaaiestulil Generator

ATIvERUsTULUSUBINA (Air Conditioning) Tufesipiasreufiamasusivne (Server) 7 site @504
nsaeuszuulnliazgumniinglurioaniesaeniinmesisidg (Server) 7 site d150s
MTIVADUAULEINIBYOS Main Site

yhmsitussuLargUnsaives Main Site

MTIVABUAIUNS DNVBITLUUAITAUINAVDS Main Site

nagounsliuinIssEuLaITaumATl Main Site

G N o A LD

AAULNLAUIN1597N Main Site

yAaINsuaslan

1. yeansiliRededluusy Tiaus online anneusnuming1dslsd

2. yaansiliamnsaidonsde intemet Lileanlid wi-Fi Tildarnaeuenaumninedeviediviu
Tidamuagldauriiu 3G USB Modem

3. dmsuenasdnaounazian ldnsiSeunsasuniusyuy LMS 3nanguenuniinedy
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9.2 UWNUN1TIANITANABLLBININGINR- BCP-002

Description of Scenario: BCP-002

ypansllanansaliuinsviseuiRnule iewinauddeya (Data Center) 914 2 widluguiadnsal
WInedLdemeiavue vselasiiensienfenanvesunInedelasuaudee vise laiuse
Trusnislaiiiosanlndusiudidlwdsemgadradunaiuiuni 1 .

Assumptions

¥ '
a

a A ° . a a )
UNUNEI5949 (DR site) NDENIYUDNUNIING Y
a

3

1.
2. imsigunsalszuuiesetneniiussaninmlnalfssvseiiieuiingunsalues Main Site

Target Recovery Time

8 Y. (T2+5)

Preparation / Items Request During Pre-Crisis

¥ o o

WO UY BB LA WA TAUAYDITEUUFARYY
1UNTalsEUULAIeYI8dn5899 DR Site
SYUUAIUANNISLUIASLTLY DR Site

=
il
4
=
il

IS 5 ! L3 = Il
. ﬂiJ@ﬂ']iﬁNF"l']QﬂﬂiﬂJLﬂi@‘lﬂEJ

Y

. UNTU00NNUN

I N O

Resumption & Recovery Procedure

Time (hr) Crisis Activation Procedure Remarks / Doc Ref Action By

To+ 2.0 WAWIMTANALIVBMALMTNN | S18TBYARINT IT BCM Coordinator
VDIV INUNAUATEUURN) Dd0U7
ULAENISWIENNTINATUA DR

site

T,+2.0 WIRUITReUSMswAlulagansaumne Hgusniswmalulad
WAL AUNNTLALITDIAUNIINDS ATEULNF
DR Site

Page | 78




Resumption & Recovery Procedure

Time (hr) Crisis Activation Procedure Remarks / Doc Ref Action By
T, + 3.0 WIUTNNIAASIUAUNSDUVD dheusSnsimalulad
MIULaEITUUENTAULYNAT DR Site ATAUNA
T, + 3.0 ATIVABUAIIUNTOUYDITEUY delassaiaiugu
anssayUlan (szuuliil, ssuu Air waluladansaune
Condition)
T, + 3.0 AIAgUNIRITEULLAS DT adansaergunsal | Hhelaseasneiiugnu
LS8 walulagarsaumne
T, + 4.0 NAFBUNTIUBUADTEUULATEYNE Felaseainaiugu
LALILUUY ERP WagsyuUudnu wialulagasauwa,
nsnzleu WINRENTEUUIY
ERP Waztd1mund
STUVIUNIINELITEU
T, +50 wiryaainslansiudanisliusnng | seteunnaInsi hgusmswelulad
970 DR Site RN ansaumA

n1snauLdngnIzuIuNsINILUNg

1. AFIEDUAMNLEWIBUDY Main Site

2. M IunszUULargUnIalves Main Site

3. ATIVADUAIIUNTDUYDITEUUAITAUNAUDY Main Site

4. NAABUNISIAUINITILUVAITAUNAT Main Site

5. NAUNMAUSNNIN Main Site
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yaansuasiidn

1. Tyeansiifiiedesedeluil ndudwhaunuund
1.1 yaansvesdrinumsinalulagansaumna
1.2 ypansvasdinanummedeu
1.3 YAAINIVDIAUINITIANITNINGINTVDIUNTING 1R
1.4 AMgUIMITUNING 1Y
1.5 yanadue Miedes
2. 91938arunardnlsonisiiu Main Site (91A15911193 9) %30 Audd15047 Data Center

Tuermsutnaisiuds wagldn1siseunsapuNIuSEUU LMS
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